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Motivation

Ethernet based industrial automation networks are often exposed to the same security
threats as conventional IT networks. Vulnerabilities of components attached to an
automation network might be exploited by an attacker using vulnerability exploitation tools
or by disseminating malware (viruses, worms). An actual incident, which gains high
attention, is the spread of the so called Stuxnet worm, which has been reportedly crafted to
attack a specific control system installation with the intention to sabotage an Iranian nuclear
power plant.

The aim of the VUTAT project is to develop a framework that allows the automated test of
components for the presence of vulnerabilities.

Goal
Evaluation and comparison of different available tools for vulnerability assessments. In
particular it should be analyzed, how these tools could be used to perform a series of
automated vulnerability test cases, considering options
* to define new test cases (plugins) using a tool specific scripting languages or the C
programming language and
* tointegrate test cases form such a tool in some other environment.
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